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QUYDJNHvi: ANToAN vA BAo M~T ntr LI.eUDI.eNTU

1. AD toan va bao m~t h~ th8Dg (HT mang, may chu)

1.1. QUaD If an toan va bao m~t phong may chu

IT quan tri h~ thong co trach nhiem quan If phong may chu, phong may chu Iuon phai khoa

khi khong co nguoi. Ngiroi khong co phan S\Ikhong diroc ra van phong may chu.

Chi nhan vien IT cua cong ty diroc phan cong cong viec lien quan moi duoc phep truy c~p

van M thong, Nhfmg tnrong hQ'Pkhac phai diroc S\Id6ng '1 cua can bQphu trach bQphan IT

va phai co S\Igiam sat cua nhan vien IT.

Nhan vien IT co nhu du hun viec ngoai gio tai phong may chu phai diroc S\Id6ng '1 cua can

bQphu trach IT.

Cac may moe, thiet bi lien quan d€n hru tru du lieu khi mang van va mang ra khoi phong may

chu phai duQ'cS\Id6ng '1 cua can bQquan 1'1bQph~n IT va phai ghi chep van sf> nh~t k'1 thea

d6i phong may chu (BMOI114). Khi mang MMTB ra ngoai cong ty th\Ic hi~n thea quy dinh

t~i QT63/TH.

Cac cong vi~c bao tri, sua chua, xu 1'1S\I c6 lien quan d€n may chu phai ghi van S6 nh~t k'1

thea d6i phong may chu (BM01l14).

1.2.Bi~D phap ky thu~t dam bao aD toaD h~ thBDg:

Dam bao ho~t dQng 6n dinh cua may chu b~ng vi~c: Duy tri ngu6n di~n d€ may chu ho~t dQng

lien tl,lC2417, th\Ic hi~n bao tri dinh ky dS tang tu6i thQmay va phong ngira cac S\I c6.

Bao m~t h~ th6ng m~ng va truySn tin: H~ th6ng m~g va duang truySn phai ap dl,lng cac ch~

dQbao m~t dn thi€t, ch6ng xam nh~p b&thQ'Pphap nhu su dl,lng tuang lua (Firewall) va phai

thuang xuyen thea d6i phat hi~n kip thai cac ho~t dQng xam nh~p va co bi~n phap xu 1'1kip

thai.

Quan 1'1h~ th6ng m~ng nQi bQ: M~g nQi bQ cua cong ty phai duQ'c t6 chilc thea mo hinh

Clients/Server; m~ng nQi bQ khi k€t n6i v6i m~g Internet phai thong qua thi€t bi tuang lua

ki€m soat, co phan chia M th6ng m~ng nQibQthanh cac vung m~ng thea ph~ vi truy c~p, vo

hi~u hoa t&tca cac dich Vl,l khong su dl,lng t~i tUng vung m~ng, th\Ic hi~n nguyen t~c chi rna
cac dich Vl,ld.n thi€t khi co yeu duo
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Quan ly M thong mang khong day (wifi): Khi thiet l~p mang khong day co k€t n6i vao mang

noi be>phai thiet lap cac thong s6 dn thiet nhu dinh danh, mat rna, rna hoa du lieu,

Quan ly truy c~p til xa vao mang ne>ibe>:Ca nhan co nhu cAutruy cap til xa vao mang ne>ibe>,

phan mem cua cong ty (tnr PM QLVB) phai co d~ nghi diroc Giam d6c duyet, D6i voi viec

truy c~p til xa vao mang ne>ibe>b~t buoc phai sir dung VPN (mang rieng ao) va phai diroc theo

doi, quan ly chat che, phai thiet l~p m~t rna de>an toan cao, thirong xuyen thay d6i m~t rna,

khong truy c~p til xa vao mang noi be>til cac diem truy c~p Internet cong cong.

2. An toan, bao m~t dfr li~udi~n ttl

2.1. Kiim soat dfr li~uva thong tin tren may tinh

2.1.1. Quy dinh chung

- May tinh (Bao g6m cac may tinh lUll tru tai li~u M th6ng, may tinh k€t n6i thi€t bi phan tich)

phai d~t m~t khftu khi dang nh~p va duqc phan quySn. Khi khong lam vi~c voi may vi tinh trong

thai gian til 30 phut tn'r len, CBCNV phcii t~t may tinh ho~c d~t ch€ de>bcio v~ d~ dam bcio an

toan cho du li~u Cllaca nhan.

- Khi duqc dp tai khocin sir d\lng phAnm~m (thUOngkern theo ten dang nh~p va m~t khftu m~c

dinh), cAn thay d6i m~t khftu truoc khi sir d\lng va co trach nhi~m bao m~t tai khoan truy c~p

duqc dp. M6i tai khoan sir d\lng phcii co ca nhan chiu trach nhi~m quan ly tai khoan.

- Nguyen t~c d~t m~t khftu phai co de>phuc t~p (thuang co de>dai til 6-8 ky t\f bao g6m ca chu

thuOng, chu hoa, s6, ky tIJ d~c bi~t nhu @, #, &, ... ).

- Trong trao d6i thong tin, du li~u ph\lc V\l cong vi~c, CBCNV phai sir d\lng h~ th6ng thong tin

Clla cong ty nhu PhAn mSm quan ly van ban, email cong ty. Khong sir d\lng cac phuong ti~n

email khac, m~ng xa he>i,... d~ giri file du li~u cua cong ty.

- Nghiem dm sir d\lng cac thi€t bi lUll tm ben ngoai nhu USB, HDD box, ... d~ copy du li~u Clla

cong ty.

- Phong, ch6ng virus: Can be>,cong nhan vien co trach nhi~m tuan thu cac bi~n phap phong va

ch6ng virus cho may tinh, dam bcioan toan du li~u thue>cca nhan qucin IY. Khi may tinh co hi~n

tuqng nhi~m virus, nguai dung phcii bao ngay cho IT d~ tach may tinh kh6i h~ th6ng m~ng

chung tranh tinh tr~ng lay nhi~m sang cac may tinh khac sau do se xir ly b~ng cac bi~n phap ky

thu~t clla IT. Khong truy c~p vao cac link lien k€t khong ra rang; khong vao cac dUOng link

ho~c tciiv~ cac file tcii li~u til cac dia chi khong ra thong tin, ngu6n g6c cua nguai giri.
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2.1.2. Dai vOi cac may tinh eo k~t nai vOi thi~t b] phan tieh

- Quy dinh mat khau: Nhir muc Quy dinh chung 2.1.1

- Cac cong k~t n6i: Phai ducc khoa nham ngan chan viec sao chep du lieu

- Thai gian hieu lire cua m?t khau la: 90 ngay

- Nguoi duoc phan cong tao cac thir muc d~ chua cac dir lieu phan tich theo tirng thang cho tirng

KNV va KNV hru theo dirong d§n quy dinh nhtr sau:

Computer/o /Nam / Ma TBi .1 Ten KNV

2.2. Ki~m soat phin m~m thi~t hi phan tieh

- M6i KNV diroc cap it nhat 1 user d~ sir dung phan mem

- M?t khau truy C?Pphan mem: G6m 4-8 ky tv va 4-6 s6

- Thai gian co hieu hrc cua mat khau la: 30 ngay

- Viec dang nhap se bi khoa sau: 30 phut

- Phan quyen sir dung phan mem theo SOP17/07

- Khi KNV khong con sir d\lng tai khoim thi admin se xoa tai khoan do.

2.3. Sao Ill'lldfr li~u

2.3.1. Cae dfr li~u IU'u trfr tren may ehu

- G6m: Du li~u ERP, nhiln sv, ch~ cong, du li~u cac bQph?n sao luu len b Z (File Server).

- IT d~t ch~ dQ sao luu du li~u tv dQng 1 1Anlngay.

2.3.2. Dfr li~u eua bi) ph~n QC

- Bao g6m toan bQ cac du li~u philn tich, anh s~c ky lap mong, cac du li~u g6c cua cac thi~t bi

nhu n6i h~p, tll bao quan CDC ...

+U6i v6i cac du li~u khong k~t n6i trvc ti~p v6i may tinh nhung co th~ trich xu~t du li~u: Nguai

duQ'cphiln cong ph\l trach phai sao luu dinh ky du li~u di~n tir it nh~t 1 lAnithang vao ngay cu6i

cung cua thang. Cach thuc: Sao luu toan bQ du li~u cAn thi~t trong ky vao duang d~n:

K:\l.DATA PHAN TICH\NAM ... \MATHIETBI...\TEN DU LIEU \THANG ...

+U6i v6i cac thi~t bi co k~t n6i m~ng nQibQ:Nhu HPLC, UV-VIS, IR : Thvc hi~n sao luu dinh

ky it nh~t 1 lAnithang vao ngay cu6i cung cua thang. Sao luu vao duang d~n: K:\l.DAT A PHAN

TICH\NAM ... \MATHIETBI. .. \THANG ...
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+Qua trinh sao hru du lieu do 01 can bQ diroc Truong phong QLCL phan cong thuc hien va phai

duoc ghi chep lai vao BM17/67. Cac dfr lieu sau khi da: sao hru len thiet bi hru trir, IT d~t lai

quyen chi doc (khong sua, xoa) cua thu muc do cho Truong phong QLCL truy C?P vao xem.

NguOi phe duy~t NguOi soat xet Nguoi soan thao
Ngay 08/06/2023 08/06/2023 08/06/2023
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